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Cyber Crime and Cyber Security
Challenges of Cyber Security
	The law enforcement, courts, and the correctional systems are faced with different challenges when dealing with cybercrimes. They face data espionage challenges where unauthorized personnel can access personal from all over the world via the internet (Understanding Cyber Crime, 2012). Also, hackers can intercept data illegally when users communicate with each other- the offenders record credentials such as passwords logged into the internet servers. Also, the offenders can interfere with the data infrastructure to deny users, and corporate entities access to their information. The system can be attacked using spyware such as viruses. The crimes present a delicate legal challenge there are disparities in the contents considered illegal in different countries, therefore, presenting difficulties to prosecute the offenders in those countries. There are also challenges of determining the extent to which the offenses worth criminalization.
 The legal system also faces the problem of cyber terrorism that use the internet to undermine the safety of the population. They carry out attacks on social infrastructure such as transportation and the energy supply. Also, they can use information technology to engage in armed conflicts. They propagate propaganda through the internet to advance their terrorist efforts. Also, they also finance terrorist activities using online payment platforms. There are also difficulties in tracing money from cyber laundering since they offer freedom to the offenders to carry out multiple transactions.  The problem aggravates with the use of virtual currencies such as Bitcoin who do not have physical, financial equivalence. Cybercriminals use these currencies to stay anonymous. Besides, there are challenges of phishing attacks where the users are forced to give their information personally.  Different countries have individual units to fight cybercrime presenting lack of collaboration of in fighting international crime (Akhgar & Brewster, 2016). There also a lack of harmony between the government and the private sector in fighting cybercrime. Additionally, there is a lack of precise legal infrastructure of apprehending cyber criminals within different areas of jurisdiction.
Selection of Sources
Police
	The source I would choose for the police system is “Cyber Security Challenges within the Home Ecosystem Future’ by Arabo Abdullahi since it is a peer-reviewed article. The source is useful since it concentrates on the home ecosystem and how the police overlook it. Therefore, it enumerates how the ecosystem has remained the weak link in fighting cyber crimes. The author gives a conceptual framework of cybercriminals takes advantage of connected internet devices within the home ecosystem to threaten the cybersecurity of the US. Since the police are the closest to the citizens, they work in collaboration with individuals to fight cybercrime.
Courts  
	The source I chose for the court system is “Understanding Cyber Crime: Phenomena, Challenges, and Legal Response" by Telecommunication Development sector since it is a national report. It helps highlight the legal framework of cybercrime within the US and internationally. The report assesses threats that may affect cybersecurity on a national, regional, and international level. The report uses resources from peer-reviewed official journals to give insight into investigative challenges, procedural legal provision, and international cooperation. The challenges faced by the courts can be mitigated using this source since it provides an extensive legal framework on cybersecurity.
Correctional System  
 The source for the correctional system is "The Law Enforcement Challenges of Cyber Crime: Are we playing Catch-Up" by Julien Jeandesboz and Ragazzi Franscesco. It is a peer-reviewed journal from the Directorate-General for Internal Policies. The source is a research work commissioned to highlight the challenges faced the law enforcement in fighting cybercrime. The source identifies concerns on the legal framework that affect the fighting of cyber crimes due to the fundamental rights and principles outlined in EU guidelines.
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